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New Options for European
Collective Redress Emerge
from the Fumes of ‘Dieselgate’
The 2015 Volkswagen emissions scandal, which laid bare European
consumers’ difficulties in obtaining monetary compensation
for mass harm, is now fueling a continental shift toward group
litigation—one that will give defrauded investors new legal options
to consider.
In April, the European Commission unveiled a proposed directive
that would require all 28 EU member countries to establish
representative actions for collective redress. Two months later,
the German parliament enacted a new law expanding the use of
model proceedings.
While both measures fall far short of offering plaintiffs the
advantages of U.S.-style class actions, they are seen by proponents
and critics alike as a step in that direction. Under the proposed
European Commission directive, the outcome of a representative
action in one EU country will be binding on all similarly harmed
consumers in that same country, and a finding of infringement will
provide a rebuttable presumption for consumers harmed by the
same behavior in any other EU country. The directive also would
allow entities representing investors in various member states to
join forces in a single action.
Of course, it will take years of real-life briefing, arguments,
declaratory judgments, settlements, and appeals before the true
impact of the new laws can be measured. Still, for institutional
investors who purchase securities on international exchanges, the
developments suggest legal protections will continue to expand in
the European Union. This is important given that investors in nonU.S. markets cannot rely on U.S. federal law for protection since
the Supreme Court’s sweeping Morrison ruling in 2010.
“WHILE THE EU ALREADY HAS SOME OF THE
STRONGEST RULES ON CONSUMER PROTECTION IN
THE WORLD, RECENT CASES LIKE THE DIESELGATE
SCANDAL HAVE SHOWN THAT IT IS DIFFICULT TO
ENFORCE THEM FULLY IN PRACTICE.”
EUROPEAN COMMISSION
ANNOUNCING ITS “NEW DEAL FOR CONSUMERS”

In announcing the two measures, both the European Commission
and the German government cited the “Dieselgate” scandal
that erupted in September 2015 when the U.S. Environmental
Protection Agency accused VW of violating clean air laws by
rigging diesel-powered vehicles to shut off anti-pollution devices
when tested.
2 I

COHENMILSTEIN.COM

BY RICHARD E. LORANT
202.408.3622
rlorant@cohenmilstein.com
V-CARD

IN ANNOUNCING
THE TWO
MEASURES, BOTH
THE EUROPEAN
COMMISSION
AND THE
GERMAN
GOVERNMENT
CITED THE
“DIESELGATE”
SCANDAL THAT
ERUPTED IN
SEPTEMBER 2015

Volkswagen eventually admitted it had sold 11 million offending vehicles worldwide,
including 8.5 million in Europe, where executives have been jailed and the company
has paid billions of euros in fines. But while U.S. consumers benefited from class
action settlements providing generous cash compensation and the right to sell
their vehicles at pre-scandal prices, VW offered European owners only a free “fix”
to reduce emissions to lawful (arguably still dangerous) levels.
“While the EU already has some of the strongest rules on consumer protection in
the world, recent cases like the Dieselgate scandal have shown that it is difficult
to enforce them fully in practice,” the European Commission said in announcing
its “New Deal for Consumers,” which includes the proposed directive on
representative actions.

Consumers will
be able to claim
their rights not only
individually but also
through collective actions
and will be able to seek
at the same time redress,
such as obtaining the
compensation due

”

to them.

EUROPEAN COMMISSION
FACT SHEET

The EU directive, which member countries will have two years to implement after it
undergoes review by the European Parliament and the European Council, comes too
late to help VW owners. The German law, in turn, is set to take effect in November,
two months before the country’s Volkswagen diesel car owners are time-barred
from filing claims against the company. Germany’s Justice Minister said up to 2
million consumers could register to seek compensation under the new law.
The European Commission, the independent executive body responsible for
proposing and implementing EU laws, decided to strengthen measures after
concluding that existing laws discourage consumers suffering mass harm from
pursuing relief, especially those with small individual claims. The new directive will
extend representative actions seeking collective compensation to all EU countries.
Under the directive, “[c]onsumers will be able to claim their rights not only
individually but also through collective actions and will be able to seek at the same
time redress, such as obtaining the compensation due to them,” the Commission
said in a fact sheet. The directive notes that EU representative actions will be
different from U.S.-style class actions due to safeguards to avoid “abusive” litigation
that could harm EU businesses.
The directive provides that certain “qualified entities,” such as consumer groups,
may bring representative actions on behalf of at least 10 individuals harmed by
the same allegedly unlawful practice. For the case to proceed, the court must
certify that the qualified entity meets certain standards—it must be a non-profit
organization with a “legitimate” interest in ensuring compliance with the law in
question, for example. The qualified entity must also fulfill certain transparency
requirements, including disclosure of third-party litigation funding arrangements
to the court for evaluation.
Plaintiffs can seek injunctive relief and a range of redress—including cash
compensation—but no punitive damages. If similar harm was suffered by all
potential plaintiffs, the lawsuit can ask for collective compensation. If not, a
favorable ruling could be used to establish harm for subsequent individual
negotiations. The defendant company will have limited obligations to produce
evidence, subject to confidentiality laws.
A case can end in one of several ways: the court can rule against plaintiffs; it can
issue an injunction order, “stopping, prohibiting and/or stating the breach of law;” it
can provide redress or approve an out-of-court settlement; and, finally, if damages
are too complex to assess, it can establish that a company is liable so that individual
consumers can seek their own damages. All outcomes are binding in the EU country
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where the lawsuit is brought. An order stating a breach of law in one EU country
would provide a rebuttable presumption of infringement in any other EU country. The
directive also requires the defendant company to widely notify affected consumers
at its own expense of any outcome in their favor. Consumers would
have an opportunity to accept or reject any settlement. The directive, however,
would not change “loser pays” and other jurisdictional rules already in place in
member countries.
While similar in some ways, the German law is more restrictive and more limited.
The EU proposal would theoretically permit a suit by a qualified entity created
for the purposes of the litigation. The German law would only allow a consumer
association that has already been registered for at least four years to file. Once
model proceedings have begun, affected consumers must register with a
government agency prior to oral hearing to participate in any resolution. Perhaps
most importantly, the German law requires registered consumers to follow a twostep process to obtain redress, seeking damages individually after the court in the
model case establishes liability.
Some of the German provisions, however, may be moot once the European Commission
directive is finalized, since Germany, a founding EU member state, would be required to
adapt its laws accordingly to comply.
With institutional investors seeking diversification from highly priced U.S. stocks—a
recent Natixis survey of 500 institutional investors worldwide found that 33% planned
to increase their allocation to European equities and 24% looking to add to their
holdings in emerging markets—the continued development of collective redress in
foreign jurisdictions offers some welcome news.
Richard E. Lorant is Director of Institutional Client Relations for the firm.
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A RECENT NATIXIS
SURVEY OF 500
INSTITUTIONAL
INVESTORS
WORLDWIDE FOUND
THAT 33% PLANNED
TO INCREASE THEIR
ALLOCATION TO
EUROPEAN EQUITIES
AND 24% LOOKING
TO ADD TO THEIR
HOLDINGS IN
EMERGING MARKETS

GERMAN ACT ON MODEL DECLARATORY PROCEEDINGS
Approved by parliament in June, the act is scheduled
to take effect November 1, two months before
statutory deadlines expire for millions of
consumers affected by Volkswagen’s massive
“Dieselgate” scandal.
Model proceedings must be brought by a “qualified
institution,” such as a consumer organization, that
represents at least 10 affected consumers and has
been registered with authorities for at least four
years. The organization cannot seek to profit from
the proceedings.
The only parties to the lawsuit are the plaintiff
institution and defendant company, but affected
consumers can register their claims with the
government prior to oral hearing.

The case ends when the court issues a declaratory
judgment or approves a settlement reached by
the parties.
Declaratory judgments are binding for registered
consumers, who must then seek damages
individually.
Court-approved
settlements become
valid unless 30%
of the registered
consumers opt out
within a month.

SAFEGUARDS TO PREVENT ABUSIVE LITIGATION: EU REPRESENTATIVE ACTIONS
IN PRACTICE:
Breach of EU law affecting the COLLECTIVE
INTERESTS OF CONSUMERS
For instance in the area of passenger
rights, data protection, financial services
or environmental claims.
Qualified entity initiates a REPRESENTATIVE
ACTION on behalf of consumers.
Court/authority issues an INJUNCTION
ORDER stopping, prohibiting and/or stating
the breach of law.
Court/authority provides REDRESS or
APPROVES SETTLEMENT on redress
reached between the qualified entity
and the company.

REPRESENTATIVE ACTIONS MAY ALSO
HELP CONSUMERS IN THEIR FOLLOW
UP INDIVIDUAL ACTIONS:
Exceptionally, when a case is not suitable for
redress, because for instance it is too complex to
asses the damage for consumers, a qualified entity
can initiate a REPRESENTATIVE ACTION SEEKING
INJUNCTIONS ORDER stating that there was a
breach of law.
Court issues a declaratory DECISION stating
that the trader breached the law and is liable
towards the consumers.
Consumer concerned by this breach uses the
decision as a basis to get redress in his/ her
own case directly from the company or in
individual legal actions.

Company INFORMS CONSUMERS about the
breach of law and how to receive redress.
Source: European Commission fact sheet, The New Deal for Consumers: How will the new Collective redress mechanism work?
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NINTH
CIRCUIT
HOLDS
SECTION 14(E)
REQUIRES
NEGLIGENCE,
CREATING
CIRCUIT SPLIT
BY CHRISTINA D. SALER
267.479.5700
csaler@cohenmilstein.com
V-CARD

A NINTH CIRCUIT
APPEALS COURT
RULING IN FAVOR
OF A MORE RELAXED
STANDARD OF
PROOF IN MERGERRELATED SECURITIES
LAWSUITS IS
GOOD NEWS FOR
INVESTORS, AT
LEAST FOR THE
SHORT TERM.
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While it is good short-term news for
plaintiffs, a Ninth Circuit appeals
court ruling in favor of a more relaxed
standard of proof in merger-related
securities lawsuits also has created
a circuit split that could lead to a
showdown at the Supreme Court,
a decidedly less friendly venue
for plaintiffs.

to consider whether Section 14(e)
requires a plaintiff to plead defendants
acted with scienter or, said another
way, intended to mislead shareholders
in deciding whether to tender their
shares.

The decision comes amid a record
increase in the number of shareholder
class actions asserting violations of
Section 14 of the Securities Exchange
Act of 1934 (“Exchange Act”) arising
out of alleged false and misleading
statements made relating to a
proposed merger or other strategic
transaction. Most Section 14 cases
have been filed in the Ninth Circuit,
and in April the appeals court held in
the tender offer case Varjabedian v.
Emulex Corp., No. 16-55088 (9th Cir.
Apr. 20, 2018) (“Emulex”) that Section
14(e) requires a showing of mere
negligence, not proof of “scienter,” i.e.,
an intent to mislead shareholders.

In Emulex, plaintiffs appealed the
district court’s dismissal of their
complaint, which challenged the
truthfulness of defendant Emulex’s
Schedule 14D-9 Solicitation/
Recommendation Statement
(“Solicitation”), filed contemporaneously
with the tender offer made by the
acquiring company, defendant Avago
Technologies Wireless. The Solicitation
did not include the “Premium Analysis”
prepared by Goldman Sachs that
concluded the tender offer’s premium
to be paid Emulex stockholders was
below average as compared to merger
premiums in comparable transactions.
In dismissing the complaint, the district
court held that plaintiffs failed to show
that in omitting the Premium Analysis
defendants acted with scienter.

Congress amended the Exchange Act
by passing the Williams Act, which
enacted Section 14(e) to regulate the
conduct of a broad range of persons,
including those engaged in making,
opposing or in some way influencing
a tender offer. Emulex provided the
Ninth Circuit with its first opportunity

To resolve this issue on appeal, the
Ninth Circuit engaged in statutory
interpretation and found Section
14(e) has two clauses separated by an
“or” which provides for two different
prohibited offenses with different
burdens of proof. Because the first
clause mirrors the wording of SEC
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[T]he most
compelling
argument is that
the first clause
of Section 14(e)
requires a showing
of negligence,
not scienter.

”

NINTH CIRCUIT
COURT OF APPEALS

WA
OR

MT

Regulation Rule 10b-5(b), which the
Supreme Court’s 1976 decision in Ernst
& Ernst v. Hochfelder acknowledged
could reasonably be read as imposing
either a scienter or a negligence
standard, and because the clause has
nearly identical language to Section
17(a)(2) of the Securities Act of 1933,
which the Supreme Court’s 1980
decision in Aaron v. SEC held does
not require a showing of scienter,
the Ninth Circuit concluded that
the “most compelling argument is
that the first clause of Section 14(e)
requires a showing of negligence, not
scienter.” The appeals court also found
support for its ruling in the legislative
history and purpose of the Williams
Act in which the Senate Report
accompanying Section 14(e) focuses
on the quality of information to be
disclosed and not the state of mind of
those issuing the tender offer.

The Ninth Circuit’s holding “parts ways”
with the interpretation of Section 14(e)
announced by five other circuits—the
Second, Third, Fifth, Sixth and Eleventh.
In 2017, 198 securities class actions
were filed asserting violations of
Section 14, and to date 94 cases have
already been filed this year. Given the
rise of Section 14 cases, it seems likely
that in due time the Supreme Court
will resolve the circuit split on whether
a negligence or scienter showing is
required in tender offer cases asserting
Section 14(e) claims.
Christina D. Saler is Of Counsel to the firm
and a member of the Securities Litigation
& Investor Protection practice group.
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THE SECOND
CIRCUIT
ANSWERS A
GEOGRAPHY
QUESTION,
AND
INVESTORS
EVERYWHERE
WIN
BY TIMES WANG
202.408.4600
twang@cohenmilstein.com
V-CARD

THE LEGAL
PRINCIPLES
GUIDING THE
INQUIRY WERE
VENERABLE
AND WELLESTABLISHED.
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Here’s a brain teaser: with investors
around the world engaging in untold
amounts of electronic trading every
millisecond, at all hours of the day,
in everything from common stock
in a U.S. company, to futures tied
to a foreign stock index, to options
on aluminum or gas or other
commodities, where, exactly, does
such trading take place?
This is no idle thought experiment,
and the answer to this geography
question can determine whether
or not market participants who are
harmed by a market manipulator can
seek the protection of, and redress
under, U.S. law. Indeed, these rights
were precisely what was at stake in a
recent appeal in Myun-Uk Choi v. Tower
Research Capital LLC, 890 F.3d 60 (2d
Cir. 2018) (“Tower”).
Tower involved “spoofing” prices of
futures tied to the KOSPI 200, an
index of Korean stocks. As alleged,
defendants, a high-frequency trading
firm based in New York and its
founder, entered orders they never
intended to fill to generate a price
movement, cancelled those orders,
and then traded on the artificial price
they’d just created. The question on
appeal: did these transactions take
place in the United States?

The legal principles guiding the inquiry
were venerable and well-established.
They include the idea that a trade is
a contract, which in turn is just an
agreement; that the location of an
agreement is where one irrevocably
accepts another’s offer; and that our
federal securities and commodities
laws only apply to trades occurring in
the United States. (That last principle
is perhaps not as venerable as the
others, stemming as it does from the
Supreme Court’s 2010 decision in
Morrison v. National Australia Bank Ltd.,
561 U.S. 247 (2010)).
And yet, as the lower court’s dismissal
followed by the Second Circuit’s
reversal in Tower shows, even wellestablished principles may not yield
obvious conclusions when faced with
new facts.
Indeed, a case like Tower is unlikely to
have even arisen just a few decades
ago. KOSPI 200 futures are offered by
the Korean Exchange, and in the days
before electronic trading, buy and sell
orders likely would have been matched
by brokers physically present on the
exchange’s trading floor in Seoul
during Korean trading hours.
Today, however, buyers and sellers of
KOSPI 200 futures, like those of most
exchange-based products, do not meet
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on physical trading floors. They are
instead paired through an electronic
“matching engine” that matches their
orders, at which point they are bound to
proceed. Moreover, they can trade when
the Korean Exchange is closed, using a
matching engine operated in Illinois.

THE APPEALS COURT
AGREED WITH US
THAT, FOR ALL THE
TECHNOLOGICAL
JARGON, A MATCHING
ENGINE SIMPLY
PERFORMS THE AGEOLD FUNCTION OF
PAIRING BUYERS
WITH SELLERS
IN A BINDING
AGREEMENT TO GO
THROUGH WITH
THE TRANSACTION;
BECAUSE THE
MATCHING ENGINE
IN TOWER WAS
LOCATED IN ILLINOIS,
THE AGREEMENT
WAS FORMED IN THE
UNITED STATES, AND
THE CEA APPLIED.

It was during this “Night Market”
that defendants in Tower allegedly
manipulated prices. As lawyers for
plaintiffs, we argued they should be
held accountable under U.S. law as
a result, specifically the Commodity
Exchange Act (CEA). After all, the
relevant orders were irrevocably
matched in Illinois. The fact that the
transactions were finalized in Korea,
we argued, made no difference.
The lower court was unpersuaded, and
dismissed our complaint. Fortunately,
the Second Circuit reversed. In so
doing, the appeals court agreed with
us that, for all the technological jargon,
a matching engine simply performs
the age-old function of pairing buyers

with sellers in a binding agreement
to go through with the transaction;
because the matching engine in Tower
was located in Illinois, the agreement
was formed in the United States, and
the CEA applied.
The ruling issued by the Second
Circuit, sometimes described as the
“mother court” of securities law,
sends a clear message: if you choose
to corrupt a U.S.-based matching
engine—which, after all, is the beating
heart of any electronic exchange or
marketplace—you will have to answer
for it under U.S. law. This, we submit,
is a win for honest market participants
everywhere.
Times Wang is an associate in the firm’s
Securities Litigation & Investor Protection
practice group. Times, along with firm
Partner Michael Eisenkraft and Of Counsel
Richard Speirs, are litigating the Tower
case, which is currently in discovery.
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CHANGES AT
SEC WON’T
AFFECT TRUMP
AGENDA
BY CAROL V. GILDEN
312.357.0370
cgilden@cohenmilstein.com
V-CARD

THE PRESIDENT,
SUBJECT
TO SENATE
APPROVAL,
APPOINTS ALL FIVE
COMMISSIONERS:
TWO DEMOCRATS,
TWO REPUBLICANS
AND THE CHAIR,
TYPICALLY OF
THE PRESIDENT’S
OWN PARTY.
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In early July, Michael Piwowar left the
Securities and Exchange Commission
(“SEC”) after serving as Commissioner
since 2013, including a four-month stint
as acting Chair in 2017. Nominated
to take his place is Elad Roisman,
another Republican who is currently
chief counsel to the Senate Banking
Committee. Also stepping down this
year, perhaps as early as the end of
summer, is Democrat SEC Commissioner
Kara Stein. While these changes will no
doubt alter the dynamic at the SEC, they
will not change the balance of power
at the Commission, which has been
bringing fewer enforcement actions
since President Trump took office.
The President, subject to Senate
approval, appoints all five
Commissioners: two Democrats, two
Republicans and the Chair, typically of
the President’s own party. Since the
Chair is both the SEC’s chief executive
and the tie-breaking vote, the party that
controls the White House also controls
the SEC’s agenda and direction. The
Commissioners’ terms last five years and
are staggered, with one Commissioner’s
term ending each June 5, although, as
with Stein whose term ended last June,
Commissioners may continue to serve
an additional 18 months if they are not
replaced before then or resign sooner.

Piwowar’s departure will leave the
Commission temporarily deadlocked,
with two Republican Commissioners,
Chair Jay Clayton and Hester Peirce,
and two Democrat Commissioners,
Robert Jackson and Stein. At the time
of publication, no date has been set for
Roisman’s hearing and some believe
the Senate is waiting for a Democratic
nominee to replace Stein to tee up both
nominees for Senate confirmation at the
same time, as was done with Peirce and
Jackson in 2017.
The Chair’s and Commissioners’ ideology
can be readily seen in the issues that
the SEC does and does not address.
For example, former Commissioner
Piwowar suggested last July that the SEC
might be willing to consider allowing
companies going public to include
bylaw provisions requiring mandatory
arbitration of securities claims. Also,
Commissioners are now able to appoint
the agency’s Administrative Law Judges
under the Supreme Court’s recent
decision in Lucia Cos. Inc. v. Securities
and Exchange Commission, Case No.,
17-130. Importantly, the Chair and
Commissioners decide how the SEC
should wield its enforcement powers.
Since President Trump took office,
there has been a marked decline
in the number of SEC enforcement
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History has
taught us the
lesson that during
periods of lax law
enforcement, the
result is typically
bad. Investors must
be cognizant of
this because the
protection they
otherwise expect
from the SEC
won’t exist.

”

actions. Though the SEC Division of
Enforcement manual states its “mission
is to protect investors and the markets
by investigating potential violations of
the federal securities laws and litigating
the SEC’s enforcement actions,” the
number of SEC enforcement actions
against public companies and their
subsidiaries declined by 67% for the
first half of FY 2018 compared to the
first half of FY 2017, dropping from 45
actions to 15 actions in 2018, according
to a recent Cornerstone Report, in
collaboration with NYU Pollack Center for
Law & Business. The mid-year number
of actions for 2018 is also significantly
below the average and median number
of actions, 29 and 26, respectively, during
mid-year FY 2010-2017. The number
of cases naming individual defendants
during this period also declined, while
the size of monetary settlements
decreased dramatically. For mid-FY 2018,
the average monetary settlement was
$4.3 million, versus the next lowest
semi-annual average of $13.3 million
in mid FY 2015.

This shift in enforcement activities
suggests that Wall Street’s top cop is less
focused on rooting out corporate fraud,
which does not bode well for investors.
As Lynn Turner, former Chief Accountant
for the SEC, said when asked about
these statistics: “History has taught us
the lesson that during periods of lax
law enforcement, the result is typically
bad. Investors must be cognizant of this
because the protection they otherwise
expect from the SEC won’t exist.” In
this environment of diminished SEC
enforcement of the federal securities
laws, the role of private actions against
publicly held companies becomes even
more critical to achieve accountability,
recoup damages and effect positive
corporate change.
Carol V. Gilden, a Cohen Milstein partner,
oversees the firm’s Chicago Office and is
a member of the Securities Litigation &
Investor Protection practice group. Before
entering private practice, Carol served as
an Enforcement Attorney with the SEC.

LYNN TURNER, FORMER CHIEF
ACCOUNTANT FOR SEC
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AN INTERVIEW ON CYBERSECURITY
WITH BRIAN BARTOW OF THE
CALIFORNIA STATE TEACHERS’
RETIREMENT SYSTEM
SUZANNE M. DUGAN
SPECIAL COUNSEL
202.408.4600
sdugan@cohenmilstein.com
V-CARD

Fiduciary

FOCUS

3

X

Attempts to breach
the system are
increasing at a rapid
rate. We might have had
two or three attempts
to redirect electronic
deposits two years ago,
then it jumped 30-fold
last year, and we are
on track to triple that
this year.

”
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Spend some time with Brian Bartow and you’ll soon learn that worrying about
cybersecurity is what keeps him up at night. If you’re having trouble getting your arms
around cybersecurity and its implications for your pension system, Brian’s expertise
and cool demeanor in this area are just what you need to help you focus on this
critical risk. As the General Counsel and Chief Compliance Officer at CalSTRS, Brian is
responsible for enterprise information management and information security. He has
even taught a law school class on the topic. Brian sat down for an interview to share
his knowledge and insights about the fiduciary obligations arising out of the risks
associated with cybersecurity.
Suzanne Dugan, Cohen Milstein: How serious is the cybersecurity threat to
pension systems?
Brian Bartow, CalSTRS: Except for funding, it is the number one risk we face.
When you assess risk, the analysis is typically two dimensional—that is, we look
at the severity of the risk and the likelihood of its occurrence. With cybersecurity
risk, there is an added third dimension. In addition to severity and likelihood,
we assess the velocity of the risk. If a breach happens, it’s going to happen
immediately, whether the breach affects one record or brings down the whole
system. This is not theoretical.
What got my attention was the severity and reality of the risk. The whole
enterprise is at risk. I started talking about this issue about five years ago
and although the word does seem to be getting out, I’m still amazed at
the lack of engagement on this issue by those who still consider cyber and
information security as to be IT issues. We should be concerned at the lack of
comprehension of the inevitability and the potential dimensions of this risk.
Dugan: Is the risk increasing?
Bartow: Absolutely. Attempts to breach the system are increasing at a rapid
rate. We might have had two or three attempts to redirect electronic deposits
two years ago, then it jumped 30-fold last year, and we are on track to triple that
this year. There is so much information now available on the dark web, from
new breaches and from internet vapor trails, malefactors are able to capitalize
on this and create synthetic identities from which they can launch targeted,
coordinated and sophisticated attacks. This uptick was fueled by the breaches
that released personal information such as the Anthem and Equifax breaches
where information like social security numbers, age, workplace, and health
information was stolen and now can be cross-referenced with other publicly
available information like name, salary and workplace. Malefactors are infinitely
resourceful and very motivated. Our team constantly monitors information
sources through data analytics so that we can identify deviations in the use and
direction of data, levels of usage and patterns of access, from which we develop
early indicators and investigate and respond immediately.
Dugan: What steps should a pension plan be taking?

Bartow: First and foremost, the cybersecurity threat must be characterized as a
fiduciary responsibility and identified as a risk so that it is brought to the board’s
attention. That step is critical to every other action that follows. The board must then
come up with a budgetary device recognizing that this threat constitutes an expenditure
line item. Addressing the critical risk of cybersecurity requires a commitment of
resources. There’s no way around that.
The next step is to perform an audit, whether internal or external, looking at the existing
internal controls in the area of information security and reporting on cybersecurity
risk. This audit should lay the framework for how to address the risks and mature the
security posture. Cyber risks can fall into various categories, which may be isolated or
run across the organization, such as operational, financial, and reputational. Information
and cyber security threats and risks may come from third parties, such as employers,
vendors or contractors. These risks should be addressed and mitigated as possible
through contractual terms or insurance. A cyber plan can begin to be developed from
this assessment. Systems can then be developed and implemented to address the risks.
Other ways to manage the risks might involve purchasing cybersecurity insurance—the
cost of which has come down of late—and including contractual provisions assigning risk
and responsibility or providing for indemnification.

BRIAN BARTOW

First and foremost,
the cybersecurity
threat must be
characterized as a
fiduciary responsibility
and identified as a risk
so that it is brought to

”

the board’s attention.

I meet with my direct reports involved in managing these risks every two weeks for 2 ½
hours. Our plan requires that roles are clearly defined so that, if a breach occurs, there
is no hesitation by those who must take action to manage and contain the intrusion
into our data. Those with responsibility are authorized to break from their usual duties
and their usual reporting requirements to empower them to attend to and execute the
plan. Considering the immediacy of impact on the system from a breach and the broad
potential for harm, this kind of attention is critical and should become “muscle memory”
for the organization.
Dugan: Is there any guidance or advice regarding best practices?
Bartow: A number of organizations have begun to develop some reports that suggest
ways to manage these risks. Among those are the AICPA, National Association of
Corporate Directors, the SEC and the Center for Internet Security. There are others but
we must absolutely appreciate that these risks are ongoing and constantly evolving so
that eternal vigilance is essential. The best deterrence is knowing your data and who is
touching it, as different kinds of data create different kinds of risks. Data Loss Prevention
is an important focus of any program. Collecting this information and reviewing it
regularly are essential components to planning and implementation. You really have to
drill down and understand these variations and respond quickly and appropriately.
Dugan: CalSTRS is a big fund with lots of resources. What about smaller funds with less
capacity and fewer resources?
Bartow: The risks are the same for funds of any size. The appeal of the data to bad
guys is the same regardless of the number of records or amount of money under
management. A breach can be devastating. It means that the steps outlined here, from
getting the board’s attention to prioritizing these issues to assessing these risks to
developing and implementing plans, are the same. It may be that resources will affect the
extent of a response but should not be a barrier to an organization identifying the issue
as a priority and assessing the attendant risks. Considering the operational, financial, and
reputational risks, those steps are critical to fulfilling a board’s fiduciary duty.
Dugan: Brian, thank you for your guidance in this area..
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RECENT HIGHLIGHTS

IN THE NEWS
n

n

n

n

n

n

n

n

n

n

n

n

n

“ Ex-SunTrust Workers Win Class Cert. in ERISA Suit,”
Law360 – June 29, 2018

AWARDS & ACCOLADES
n

“ Cohen Milstein, Levi & Korsinsky to Lead Credit Suisse
Suit,” Law360 – June 22, 2018
“ The Unexpected Impact of a Securities Case on
Employment Law,” Bloomberg BNA – June 18, 2018

n

“ Lumber Liquidators MDLs Get Initial OK for $36M
Settlement,” Law360 – June 18, 2018

n

“ Three Months After Frances McDormand’s Oscar Speech,
Are Inclusion Riders Really Happening?” Vanity Fair –
June 1, 2018
“ Plaintiffs Plot ‘Way Around’ Supreme Court’s Ruling
Against Worker Class Actions,” The National Law Journal –
May 25, 2018
“ Lawmakers Ask Governor to Close Chemours Plant if
Changes Aren’t Made,” Carolina Journal – May 17, 2018
“ N.Y. Funds Win Co-lead Plaintiff Status in Wynn Resorts
Suit,” Pensions & Investments – May 14, 2018
“ Lawsuit Accuses AT&T Mobility of Pregnancy
Discrimination,” Associated Press – May 14, 2018
“ Lawsuits Filed Against Turkey over Violence with Guards
at 2017 D.C. Protest,” The Washington Post – May 10, 2018

n

n

n

n

n

“ Israeli Gov’t Contractor Agrees to $3M Deal in Securities
Suit,” Law360 – April 26, 2018

n

“ U.S. Must Keep DACA and Accept New Applications,
Federal Judge Rules,” New York Times – April 25, 2018

n

“ Funds Fight Bids to Toss $80B Valeant Price-Gouging Suit,”
Law360 – April 17, 2018

 ohen Milstein Selected to Receive the NAACP’s “Foot
C
Soldier in the Sand Award,” in Recognition of the Firm’s
Outstanding Commitment to Pro Bono Legal Services – July
16, 2018
 ohen Milstein’s Carol V. Gilden Recognized Among
C
“Chicago’s Notable Women Lawyers” by Crain’s – July 9, 2018
 ohen Milstein’s S. Douglas Bunch, Michael B. Eisenkraft,
C
Laura H. Posner, and Sharon K. Robertson Named to
Benchmark Litigation’s “40 & Under Hot List” – July 1, 2018
 ohen Milstein’s Manuel J. (“John”) Dominguez, Nicholas C.
C
Johnson, Leslie M. Kroeger, Adam J. Langino, and Poorad
Razavi Recognized Among Florida Trend’s “Legal Elite” –
June 25, 2018
 ohen Milstein’s Kalpana Kotagal Honored by Chambers
C
Women in Law Awards: “Outstanding Contribution to the
Community in Advancing Diversity” – June 21, 2018
 ohen Milstein’s Sharon K. Robertson Recognized as a
C
“Rising Star” by the New York Law Journal – June 14, 2018
 ohen Milstein’s Antitrust, Employment Disputes, and
C
Securities Litigation Practices Recognized by The Legal 500:
Guide to the US Legal Profession – May 31, 2018
 ohen Milstein’s Leslie M. Kroeger Recognized as a 2018
C
“Distinguished Leader” by the Daily Business Review –
May 21, 2017
 ohen Milstein’s Steven J. Toll Recognized as a 2018 “Titan
C
of the Plaintiffs Bar” by Law360 – May 7, 2018
 wenty Cohen Milstein Attorneys Recognized as 2018 Super
T
Lawyers; Twelve Recognized as Super Lawyer Rising Stars –
April 23, 2018

UPCOMING EVENTS
n

n

n

n

n

July 25-27 | Missouri Association of Public Employee
Retirement Systems (MoMAPERS) Annual Conference,
Osage Beach, MO – Richard Lorant and David Maser
August 4-8 | National Association of State Retirement
Administrators (NASRA) Annual Conference, San Diego, CA
– Richard Lorant and Julie Reiser

n

n

n

August 5-9 | International Association of Fire Fighters (IAFF)
2018 Convention, Seattle, WA – Christina Saler
A
 ugust 12-14 | Texas Association of Public Employee
Retirement Systems (TEXPERS) Summer Educational Forum,
San Antonio, TX – Richard Lorant
September 22-25 | Michigan Association of Public
Employee Retirement Systems (MAPERS) 2018 Fall
Conference, Acme, MI – Richard Lorant and Christina Saler
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n

n

September 25 | National Coordinating Committee for
Multiemployer Plans (NCCMP) 2018 Annual Conference,
Hollywood, FL – Art Coia, Chris Lometti, Tony Sauro
September 26-28 | Oklahoma Public Fund Trustee
Education Conference, Catoosa, OK – Richard Lorant
September 30-October 3 | National Association of State
Treasurers (NAST) Annual Conference, Scottsdale AZ –
Jay Chaudhuri and Sam Shapiro
October 7-10 | National Conference on Public Employee
Retirement Systems (NCPERS) Public Safety Employee
Pension & Benefits Conference, Las Vegas, NV – Richard
Lorant and Christina Saler
October 14-17 | International Foundation of Employee
Benefit Plans (IFEBP) 2018 Annual Conference, New Orleans,
LA – Carol Gilden and Richard Lorant

ATTORNEY
PROFILE

Kalpana Kotagal joined Cohen Milstein in 2006 upon graduating from the University
of Pennsylvania Law School and following a clerkship with the Honorable Betty
Binns Fletcher on the Ninth Circuit. Kalpana is a Partner in the firm’s Civil Rights &
Employment Practice Group, and Chair of the firm’s Hiring and Diversity Committee.
Kalpana has been recognized as a 2018 Rising Star by Super Lawyers Magazine and
is a noted public speaker. In May, she delivered the keynote address at the University of
California, Irvine School of Law’s 2018 commencement ceremony. For this issue of the
Shareholder Advocate, Kalpana sat down with Editor Christina Saler to talk about her
drive toward social change and what she loves most.
I grew up in … Cincinnati, Ohio, with my parents and older sister. My parents still live in
the same home, and the neighborhood continues to be a great place to raise a family. I
love the city; it is manageable with a very vibrant downtown. I go back pretty regularly
with my husband and two boys.

KALPANA KOTAGAL
PARTNER
202.408.4600
kkotagal@cohenmilstein.com
V-CARD

I realized that
through the class
action procedure I
could advocate for
social equality in the
work place that could
have a meaningful
impact in so many
people’s lives.

”

I first knew I wanted to be a lawyer when … after three years of working as a
community organizer on environmental issues in Chicago, Vermont, Philadelphia,
San Francisco, and Washington, DC, and years of social change activism before that,
I realized that becoming a lawyer advocating for social justice was another powerful
way to make change. My parents’ good friend is a class action lawyer. I looked at what
he did, the fact that his cases were brought on behalf of thousands of people, and I
realized that through the class action procedure I could advocate for social equality in
the work place that could have a meaningful impact in so many people’s lives.
For me, the most challenging part of my job is … trying to continuously evolve in a
challenging legal environment by engaging in creative work to develop new strategies
and ways of advocating for civil rights, including the rights of workers.
One of the most memorable moments in my career was when … I woke up the
day after the 2018 Oscars to learn that in her acceptance speech for Best Actress,
Frances McDormand told the world about the “inclusion rider” which I had been
quietly working on for months with Dr. Stacy Smith of the Annenberg Inclusion
Initiative and Fanshen Cox DiGiovanni of Pearl Street Films. Essentially, the inclusion
rider is a contract provision that A-list actors and directors can negotiate into their
contracts that facilitates the interviewing and casting of actors and crew from underrepresented backgrounds on movie projects. With her quick mention, Frances
McDormand shined a spotlight on this tool for building diversity in a way that we had
not even dreamed about. Now, the entertainment industry is recognizing its utility
and more actors and directors are supporting it as a standard contract provision. The
concept of the “inclusion rider” is starting to seep into other industries where there
has been a notorious lack of diversity, such as the financial industry. Just a few weeks
ago (June 18), The New York Times published the article, “Financial World’s A-List Could
Take Hollywood’s Cue on Inclusion,” in which columnist Andrew Sorkin theorized that
institutional investors—like A-list actors and directors—have the power to demand
change by only investing in private equity, venture capital or hedge funds that have
certain hiring practices that address the diversity gap. I find this incredibly encouraging.
When not working, my favorite thing to do is … spend time with my husband and sons
in Rock Creek Park, which is close to our home in Washington DC. There are so many
great trails and since the boys are only six and three years old, we need a place where
they can explore but that isn’t too difficult to hike. We also like to work on our everexpanding vegetable garden. I really enjoy cooking and recreating the traditional Indian
meals that I grew up eating. I find that the boys are more adventurous eaters
(or just a little less picky) when they know that I’m cooking the food that we grew in
our backyard.
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